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themes...

Did we not see the digital era coming?

Digital Government and digital identity
> Historical perspective

The Machinery of Government & the economy
> Individuals — Businesses -Things

Proof of identity, payments...and politics

The rise of the platforms of the 215t Century

> ...and the obsolescence of silos
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Burden’s wheel: 1850

Source: Smithsonian Institution

THE BIG SWITCH

Source: Public Domain

THF RIG SWITCH
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Identity Crime 5014 Financial Systems
Report Inquiry

...what’s happened
in the past 30 years?

Financial System Inquiry

Final Report

Hovember 2013

S ...did we not see

misuse in Australia
Key findings from the
National Identity Crime P o
the digital era
coming?
Economic impact - $1.6 billion every year. o Australia does not have a single over-

arching technology strategy in place.

Limited use of the Document Verification

Service by Government agencies o Hasnot yet developed a detailed
approach for the future of digital

Fraudulent identity credentials — cheap identities

and easy to obtain .
o Recommended - national strategy for

federated-style model of trusted digital
identities.
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a history: Australian Government digital & identity strategies

o \ Time For Business
Australia 1996
Card
1987
P ‘ Australia’s future tax sysiem
et b ot S i i

2009

L L e

“

2010

Visa
Pricing

Transformation

2011
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Reliance
Framework

2011

2012

2013

The Coalition's Policy
for E-Government and
the Digital Economy

'/

2013

NCOA 2014

2014



1987 — the Australia Card

o A national system of identification.

o Main purpose: prevent losses to revenue through
taxation system and through payment of
Commonwealth Government benefits.

o Estimated additional AUDS800 million (1987)
revenue collected within 3 years

o Thirteen Government agencies would use the
Australia Card identity.

o Australia Card would assist in combating organised
criminal activity —illegal immigrants also a target.

o Card would carry a unique number and cardholder’s
name, address, photograph and signature.

Australia ==

o All Australian citizens and foreign nationals in
prescribed categories - required to obtain a card.

2024 22392 1 o Initiative defeated in the Senate.

GAIL D. GITIZEN

expiryoate 071/ 886
FTRALIA CARD AUSTRALIA CARD AUSTRALS
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1997 Prime Ministerial Statement — “More Time for Business”
Economic Impact — Dealing with Government

Time For Business

Report of the
Small Business
Deregulation Task Force

Three levels of gov in Austr

November 1996

Commitment to easing com

Reforming regulatory process

Using technology to transform
interacts with government

o Single Entry Point — Busines

o Unique Business ldentifier —
Business Number (ABN)

o Electronic management of transactions

. Digital Identity in Australia.... £
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a long-held vision ...

Australia

: Objectives
Government Online 2000

“...to extend the benefits of the
g information revolution currently being
R experienced by individuals, and
businesses in their dealings with each
other to their dealings with
government”

GovernmentOnline

The Commonwealth Government’s Strategy

“...bringing government closer to
people to encourage people to interact
with government.”

TEF

“...tailored services that are easy to use
and allow people to interact with
government in a way which is natural
to them.

e,
i
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the past decade...

Year 2000

Year 2013

“...deliver all
appropriate
Commonwealth
services electronically
on the Internet by
2001...

complementing — not

replacing — existing
written, telephone, fax

and counter services”.

The Coalition’s Policy

for E-Government and

the Digital Economy

“...getting all of its major
services and interactions
with individuals online...”

“...Give people the option to
elect to receive material
from the government in

digital form or in hard-copy,

depending on their
circumstance.

‘ We will aim to provide all
correspondence,
documents and forms in

digital form, as well as hard-
copy, by 2017/

o Agency by agency approach & perspective

o Increasing complexity

o Implications for identity and POI processes

missing components - transformation & client experience

. Digital Identity in Australia....




digital and paper worlds collide...

35 % government transactions still carried out
manually (face-to-face, phone, correspondence)

Of those are carried out 'digitally’ - unclear what
percentage of these are actually completed end to
end online.

Agencies still manage over 105 million voice calls per
year.

Many of the 170 million face-to-face transactions
were to prove identity.

Only four agencies provide interviews and/or
customer services by digital video

250 million letters still sent by Commonwealth
Government each year.

Only 17 federal government agencies provide 'smart
forms' to assist engagement with clients/customers.

. Digital Identity in Australia....




what’s the scariest word on government websites?

Forms list by title

0-9ABCDEFGHIJKLMNOPQRSTUYWXYZ

* ABSTUDY Activity Agresment form (SY072)
* ABSTUDY Additional Incidentals Allowance Claim form {m) (SY031)
* ABSTUDY Change of Cirumstances / Enquiries shest (SY053)

iri

FORMs

Topics

TUDY Clsim for Bosrding Sch i ABSTUDY nder
16 years form (SY070) available on the system, use the Topic Search.
* ABSTUDY Fares Aliowance Claim form (SY032)
« ABSTUDY Student Additional information form (SY023) The topic search shows you Forms grouped by topic.
« ABSTUDY Submission for ewey from ty funding ciaim form and n 7
« ABSTUDY and Assistance for Isolated Children (AIC) Review of Decision form (SY054) AIABCDEFGHIIKLMNOPQRSTUVWXYZ
* ABSTUDY claim form (S¥019)
. mwmwmww; Applications fx Aowacs
o Activity Test - Parti R + 00302 - wuumv«memm Transport Allowance
ivi ic ul + D418 Application f € of Ci
+ ddiona Incame and Assts lo(m/MOD 1A) ol eation 1of it Al
* Adyice of Death form ( .
* Advice of  likely pavr] Subjects A to W -
* Application for Chitd S| T page iet our forma ard bkt ahatetcaly. Cick on a leser bakow o ba lakan 1 )
* Application for Child 5| tambooniatbsed ueckr that e
« Application for Organs
S o AIBIGIDIEHINIMINIIRIS WY .
o Application for 3 Healt| Almmaévey youcan seerch b arvering  kapword el 3
Care Card form (S545| E
* Application for fixed a] S — + 3001 Vehicle Assistance Appication
* Application to Change | .
« Application & G ‘
« Application to Stop C!
* Application to ooy o | Notw: are s 1 PO s APpICRIOnS Ko T Aamtance
. i ide | yur sompun
B FORM2A  Passsnger rport (cover shest) .
« Agp eceive (©6/13) 3,
Insurence.2s 2 reduced . Aepl is
« Aplication to request] L + DO5S5 Lump Sum Hardship Caim
. U scamwogamont of unpa iacomont - spomer = foarr) * 53883 benwor, Loans Applcation
EORMI  Avorow rpor (rerdeOutwrds) . he
o Assessment for Carer | Acknowecgamentof npa iacement- vaa u S + B354 Acpleation o the iireme
i, [—— L C ¢ 51340 tiri el Equie
* Assistance for Isolated] e . e 2
+ Assistonee for 1sploted] Aestorsparsons parsars irmaen- 1221 B EDRMA4  Raorof snpe sioee ) ;
(Y0 e o] B EQMS Avoat oo ot e .
« Assistance for Isolated| e
. P2 Agreamant 1o | [ Shio pro-ariva report Bank Account Detoils.
. i Acco F
. : saan ’ e R CI LT 22050 Bank Aczount Detats Form
* Assistance for Isolated ol
r Aceieshon or 8 briskgng v - 1005 150K POF Eomu s . : Brtish Nudear Test Program
5Y099) B Guon Begumat o tamore poods fother 09056 Registration form for Non-L|
¢ Assurance of SURDOR Y uing pescialreviewe ommag  Avpication for parmission o ok Briish Nucear Tests
o Australisn Governmen ® o m‘m& imsmsateo ectec] + 59075 Briisn fuclear Test progran]
January 2014 claim fof Aeeiasen ora eriagng vea 8 - - e e
*+ uscalan SOuSmE stcaon oo Bang v - 1007 v e S i S 2] certincate of Apereciation Forms.
B BUR0E000)  Appication for a Tarll Advice Appi
s Govermen| e I e et
i . s xcomn) o for Compensation under the
2012 daim form (A24]  acpacason or. B s Glidaires - Bart A, Bart 8 anc By
gpicason ora __(deneodnt ALRZ el fo . ozssum jonal Information Sh
B 1000 Apptcaton forconfrmimgemporer |+ Das G o BT s Wi
Applesiiorfor w bl O | e Spmcw Commrnrice Appheation
apricasn for & New Zesians Gl fot retuen of goods seeedt | 8IS for Service Pension and Income Sul
8144 @or2) .
A —— | = Information Sheet - sezurmots |
Wotes Pt Gotore arers e (091 o] g 517 T I
Aeiicason fo a Pretecson B e Puticator crde | Paymart fomm |
Apicason for s Prosscson (Class Xogviea PART | ) BIZ4 ©7105)  Appication for a vakuation advice .
thalr cumy - 800G POOKB POF fie) ¥  2UEESU0)  DutyGoods and Services Tax (GSI
Applicasion for a protection (Class XA vsa PART ] ) 0192 (06108)  Consent to Obtain Personss Information
1170 POF i) a1 Socury - bcansed warshousons
Appiicason for & Reaidert Fstrn visa (RAV) - 108 ) 204 (1105)  Contigency Underiond Movement/Transhipmant Appicaton
Appiicason for 82070905  Contingency Impending Amval Report (Sea/Alr)
T 82080905  Contingency Amival Raport (Sew/Air)
™ Transter of bass qucka (chesse and cur)
(R 62511008 Inteiectusl Property an Commarce Labaiing Rfors! Detais
of parid of iy ree e
| mw of reiacament camet (23 Kb} i3
B 526(1012)  oxce exported in passanger o
o e Appicaion or & customa depet cence
B Consant to oblain personal rfomaton
T BN (705)  Specis Reporier - Mak Order Cormignmants. Apsiication for registration
®  BX4(705)  Romal Reporters. Appication for mgistration
®  82050807)  Replacement or renewal of a dgtal conficato
0 EMOEV13)  Apphcation for AHECE - exports sdvice
T 0390708 Regetwing ss clent i integrted Corgo Syslem (ICS)

f you do not know the number of the document you require, or If you would like to see what Forms are

VCES Appl
52666 VCES and MRCAETS Apilication for Assistance - Students 16 years and
2687 VEES and MRCAETS Application for Assistance - Students under the age i yees

Pumber
Click on the fom datals. Some forms can
2F0F,
1001 Notficasion of haif ysarty reports (ASIC Fom Code 7061}
1003 Dieionurs noics Ko unislad isclosing sntity (ASIC Fom
e Rt of lokgerar of hcvonts A
1 Coves page for ofic copy of a courl order
106 Pisquest  withdw a lodged documert
1w Riscon oflodgerment of documents - Local ASIC Raprosaria
1 Notica of mesting {dampuslisatn)
m Nolica of mestiog o conaent pracass (damulualaalion]
" Frsndty sociaty discioss docsmant
145 Appication forregisialion of declsra sttt idumutucd

e EEREBEGEEEEREEEEERERER

hing Aliowance

Authorisation forms and fees

[Authorisation lodgement farms and faes are:

Application

Apgiication for authorisation of:

(46.5KB) |

Form A- Exclusionary provisions and assaciated cartel provisions [ T8 paf (24.5 kB) | &) doc

Fee

$7500°

Form B - Agreements affecting compettion {
(23.94 kB) | E) doe (45 5 k8) )

Form BA - Anti-campetitive disciosure of pri
doc (48 KB) |

Form C - Covenants affecting campettion [
Form D - Secondary boyootts [ T8 pat (21.5]
Form DA - Boycott Agreements [ 8 paf (21
Form E - Exclusive dealing [ T8 par (1520 4
Form EA - Resale price maintenance [ T p

“See foe waivers

Adanional related authonsation appications

« CONCEMM CONGLCE WAKKh IS i e sam
‘appication.

+ Indged within 14 days of the date of

« ga not cancern a merger.

Form FA - Application for minor variation [ 1]

you Gan dowroad 8 PDF form. You can aleo L tist of

i for revocation [ T o

AppECAion for changs of nana of & company undar sstamal
Anius gt 1o oo

Appication for registration as an Australien company
Agphcation forragisiration of 2 body corperati 23 2 compand
Netifcason o resciution

Nolificaon of resalution - Changs of cargany nama
Appication for changs ef company typa.
Cariication of cervpiarea wih stamp duty lam
Notifcation of Gtsits of Shares s offee han fo cash
Nification of statermert of special rights carse by sharss
Nolifcation of dvision or conversion of classes of shares.

nBCDEFGHlJ~K~LMN

ifi

investigatic e Fe

Anabolic/androgenic substances
Antibotic retums

Use

Clen your PSS banits a0 i e i BARY

tom 1o Product code

PuAASS
i fo smvocate memburs
Tomako s et sichon afier you hove SR
esigon o e S Smissed o e
workerce.

ACCESSASS-

1118 POF 714 KB)
Eat access 1o ssmannianion benettn [ POF
w47 el

Enction 10 cosae suebeetio W POF 1 M8}

oot o dncmaned mmbes (8 POF 741 KB]
ot of 5 parmisos (W POF 39 KB
Ersarund bonef (2 tanst W POF 2 M)
Exsarind beostl (et conbsonwneatse
cabisl [ POF 711 8]

Buduriduncy ) POF 1 48]

B of sttt s 8] POF 274 K0

o
i

sarwn) ol n msammes
dlicaivn (%] POF 983

S8 Sucemert 8 POF 648 k8]

boreft o trm grusde of seves frorcl  ©
Pardstip £ you 3w an Assocka mermbar

access:

23 83

ig

-
o]

Antibictics
ation for a determi
Application for a variation of a provisional afiocation of places

that an Approved Provider is in a position

de care

Aeplication for a variation of Conditions of Alliocation - Residential, Community and Flexible Care Places
Aeplication for a variation of Conditions of Aliocation - Residential Respite

To Transfer

Places To

Forms

A Litan

i page “a A

e mew apglication forms, with detals of what esch farm i used for, wil be
available from te fist below, Under the Cogstol Troding (restalsing Avstraan
Shgping Act 2012 ano the Coastal Trasing (Rewtatsing Ausratin
[r— 421 Act 2012, applications may be submitted for
processing from 2 July 2012.

These forms relace the Coastng Trade Licences and Permits’ agplications that
were used under Port W of the Navigation Act 1912

Coastal Trading Client Registration

To assist with procassing of applications a Clent Referance Number [CRN) i

requested on same farms. Use form CTCRNDT 1 apply for a CRN.

Applications for & CRM nculd also b suBMIEd with & completed Direct Dbt

Fequest form:

+ CTCRNO: Coaseal Traing Chens Registravon Form (POF: 126 K1
® Direct Dedit Request [ 4PDF; 43 X3] IFDOC: 76 KB
General Licences

For vessels in the Australian General Shipping Registes under the Shipping
Registration AL 1981, Wishing to pply for this licenca Categery.

* CTGGTU: General br Transitional General Licence Application farm
[APDR &4 K] [[500C: 194 K6

Transitional General Licences

For i vess coming v o s sed v a1t
@ 1912 and continued In farce by the Cooso! Trading (Rewialising
o Sppig? orsepetl mermees 0 T ot i 48 20
+ CTGGTOT; General or Transionl General Licence Application form
L1208 44 X8) (F00C: 154 k8)

Temporary Licences

Far vessels that are on the Ausiralian Interational Shipping Register or forelgn
registered,

Notficasion o ressiutions reganding shares.
Asphcation for changs of State or Teriory of egisiralion of a company

Nelfcation of redclion i shars capital detals
Notifeation o IntBntion 10.gres Fnanesl sssatance
Nlfication of rancil assistancs dolais
Neificasion of shars buy-back detsis

Nolicn of infertion 1 cary out 8 shars buy-dsck

~bankrupacy

Nolifcaion of aciress in Austrata of Information relatng to fancial records keet cutskde Ausiralla

Notticasen autters
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BUSINESS: DIGITAL IDENTITY
&
AUTHENTICATION SERVICES




Starting a hairdressing business...

..a hair-raising experience
Approximately 27 different government agencies

ABM, GST, federal and state business registration
local council icences, operating permits
Work cover; OH&S plans: health regulations
Apprenticeship schemes

Payroll tax and Superannuation

ABS Statistics

Insurance and Medicare

Approval to play music in a public place
If serving coffee etc - food safety plan
Public Space Approval - Signage etc
Weights and Measure inspection for cash registers
Environment Protection processes; storage and disposal of chemicals
Conveyancing if new premise - Building/Development application

90% time
business providing
data to government...

Feedback from business

.
80
70
60
40
30
20
10
0 CHILDCARE HOSPITALITY CONSTRUCTION

Il Collecting data/information Il Data entry Making calculations
M Checking/validating data M Filling in and submitting the report

%
o
o
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business authentication platforms evolve...

2000

Australian
Business Number
(ABN)

Australian Government
* Australian Business Register

o 2.9 million
Australian business
registered for the
ABN by 30 June
2000

2003

Business
Authentication
Framework (BAF)

o concept trials

== =]
'
provider e e 3.
' ‘ | BAF Legal 1
framework and

( support
Aguncy {
Appiet |

; ’ el !
Agency
J

tuunon Subscriber

2005

Business brokerage
services

iy

o authentication
O notarization
o time stamping

VANguard - Conceptual Overview =
Initiating Parti I Agencies I VANguard | Authorities
Business, Citizer Federal, State, Local Services lo facilitale Agencies or other
‘Organisations I I COMMUNICation between organisation that can atest
(il focus is Business) agencies and reduce red o the veracity of a
tape for business credential or provide a
| | Rt
—
I Authentication | [ M | Ane
L A

4 ? ATO
I J
[

f Verisig
Notarisation / M ;'f Customs
Provide independent. |(—" ABNDSC
vefifiable electroni
evidence of the dale, lime | . )
and integrity of an / f
electronic documen! / M ff KE:ERME
[ —
Timestamping . crudontial
Provide an authoritative | H
and defensible tmestamp H
for a business transaction ,»H—,? WIFO
|/ mr [ i
/ ®
. [ S—— S
Future services
Gateway senvices for
smaller agencies, | ;) Tme
increased range of / [ Bhorky
credential checking, |f iy [ sceroseame
—

checking of engineering
cefilicates.

A e i ey fion v Secure Transport (eg FedLink)

VANguard underpins development of enabling tools

Digital Identity in Australia....
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2010 - Standard Business Reporting (SBR)

data — authentication & the machinery of government

‘@ STANDARD
An Australian Government Initiative sg:fl;:ETS';G
How SBR works

\
f
e o
Your
client ’\/
Business
Software

.\

S 7as

2

Government
agency

Your client picks the form that's due

Potential benefits of SBR (ref Productivity Commission) - $500 million pa
Unlike paper and PDF forms — data is machine readable / analysable.

Taxonomy, standards and reference framework = enable digital engagement between
business and government.

. Digital Identity in Australia....
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IDENTITY OF THE INDIVIDUAL
&
GOVERNMENT & ECONOMIC IMPACT




1234% 56789 0
1 Jomn "
HELEN "

0w 11708

20.5m registered
Medicare users

6.5m Centrelink
customers

305,000 DVA Gold/
White Health Cards

REGISTER

Up to 16.7m Customers

168.4m Medicare
electronic services

_Centrelink
{ Mbrley

1000+ Centrelink Service
Delivery Points

g

350,000 DVA Hospital
Visits

REPLACE

0

[

wors 13708 TR

Up to 17 Cards

b"’p .["

68m Medicare
manual services

32.7m Centrelink
Phone Calls

2500 DVA Staff

CONNECT

2006 — Access Card

...imperative for reform...

$100bn

in Health and Social
Services Payments

Access Card Program
CONSULT

50,000+ Service Providers 4 Agencies

<t Digital Identity in Australia....

KPMG estimated Access Card
would save AUD S3b in health
and human services fraud over 10
years

70% of serious or organised
identity crime involve the
Medicare Card.

520 different Centrelink forms
require a person to provide POI

100 million face to face
transactions pa mostly for POI

Man uses 40 false identities to
commit Medicare fraud — 40
Medicare customers victims of ID
fraud.

Jodie Harris - 'Catch Me If You
Can' Thief — 25 false identities.

OR
AL BUSINESS”



2006 — Access Card

...smartcard technology

Back of card

Card number

9 036 XX NNNNNNNNNNN C

Signature i 222

Card expiry date Card cxpiry date: ox/xx/xxx

Examples

Optional date of birth

Card Surface Security Features

- Rainbow

Variable Printing

Device

Micro-printing

UV Light
Response

Guilloche Relief

RE FOR
GITAL BUSINESS®
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S s e e e e s e e = s e = s =y

| Access Card Operating Environment

What
physical
security
features

does the
card
include?

JANE CITIZEN

Access Card System

What information can
the agencies see?

2006 — Access Card

...national economic platform...

What
information can
the concession

roviders see?

Off-line

Concession
Check

3rd Party Concession
Providers

Banks
What information is
stored on the chip? What
How is this information can
information the agency see?
accessed and Communication EFTPOS
protected? Networks Networks
How is my On-line validity I';":dc"l’:ir;
information check and card yelar
protected across update ) Transaction
networks? | e
| Update Layer | l: ‘ ‘
Card - What
Customer Operations ; information can
System System Management | Health Service the service
System . . providers see?
I Providers
Update Layer | ! (e.g. GP, Pharmacy)

Medicare

<t Digital Identity in Australia....

Dept. of Veterans’
Affairs

Child Support
Agency
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2006 — Access Card

...3" party and government concessions...

oo
0o

| ==
mmm]

- | |

7
-

Connects to access card

system
Online terminal

7 Chip on card updated Q
@ Docks access card in POS P P
termina Vv o)
Customer presents at OR

POS at 3" Party Offline terminal Concession status Customer receives

validated concession or
Optional discount

E— enters PIN
Docks access card in

handheld terminal

RE FOR
GITAL BUSINESS®
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2006 — Access Card
...smartcard infrastructure interoperability...

designed to be interoperable across payments system

including remote locations and offline mode...

Customer presents
Access Card or
NQDL at non-
government service
/ concession
provider

EEE

Customer choice and interoperability at
500,000 POS terminals across Australia

Offline Read of Chip

Driver Licence

00216392
TIZEN MARGARET R -
poB Sex Height Conditions.

e A S

Closs Effective Expiry Date. Marin
TS O rarseos sogean .

MG @

Docks Access Card or
NQDL in POS terminal

at NQDL or Access

Card registration office

Customer data
accessed

enters PIN

S HH

Customer ~ 200,000
receives 3rd Party
concession, Concession
discount Providers
or service State & Local Gov
Retailers

Entertainment
Food & Lodging
Public Transport

Vv

Concession status,
POl validated

Digital Identity in Australia....
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2006 — Access Card

..generational service delivery transformation
through platform interoperability

Access Card Queensland Drivers L|cence

* 16.7 million smart cards for health 3.5 million smart cards for
and social services Industry / Marine Lice
* Common process — registratj é - Common pro po|
« Common timef@m ﬂ - 2008
stan

Service Delivery = ¢ Common
. egislation

1e

nd security

*  Pryac
«  Leveraging chip enabled terminal _
infrastructure for customer utility <= — — = » L chip enabled terrr_n_nal
- Establish service delivery inW&Structure for customer utility

infrastructure for next 20 years Establish service delivery

infrastructure for next 20 years

o
- —_—— - )

15,000+ 59000 20,000+ .>200 18,000+ Multiple Framework < 200,000

Agency . ax Licence - 5,800+ for 3¢ Party
Infrastructure Service Police Medical Issuing Al 'I;jlealth OnCard  pparmacies >15m Concession

o Handhelds ~ Practices Cmiyis Providers - Applications licences Providers

National Smartcard Framework
(incorporating ISO 24727)

Framework

NTRE FOR
ITAL BUSINESS®
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...10 years later...

2006 — Access Card

...generational service delivery transformation
through platform interoperability

Access Card Queensland Drivers Licence

187 million smart cards for health + 3.5 million smart cards for L,
and social services

Common process — registrati 4 o]l
Common timefra

Driver Licence
New Scuth Wabes, Aastrate

Service Delivery Commo

John CITZEN

260 EUZABETH ST

nd security
Leveraging chip enabled terminal .
infrastricture for customer utility <= = — = » - enabledterminal
Establish service delivery in ucture for customer utility
infrastructure for next 20 years  _ _ _ -, Establish service delivery
infrastructure for next 20 yvears

New South Wales

i >9000 20,000+ : 18,000+ wutiple 2
nfrastructure | Sewe | e | gwied | o el hCws e fim  comermon
Ponte  Mandhelds | Practices . popey - Providers appiications licences  Providers 123 dff t I. t
o ifferent license types

15,000+ =200 Framework < 200,000

National Smartcard Framework

Framework
{ncorporating IS0 247 27)

o 2.8 million plastic cards issued
each year

...but what is the national strategy? - costing tens millions dollars

...client choice and interoperability ?

<t Digital Identity in Australia....




POLICY, PAYMENTS
&
PROOF OF IDENTITY




...leveraging industry standards & platforms
...delivering quarantined welfare payments

Establishes and maintains IM card account

Issues card &

Payment data and instructions

> 22 supports customer
>

<
Card Issuer

(Commercial Provider)

A

Transaction
Data and
Responses

Clearing/
Settlement

$

Acquirer
(Commercial Provider)

¢ v Transports
transactions
«ﬁ
and
= responses

Py

Iil
Commonwealth Banker

(RBA)

EFTPOS Transactions

Customer Management
(Centrelink)

\

&

Cardholder

Merchant Management
(Centrelink)

Manages

EFTPOS Network
Standard network

<t Digital Identity in Australia....

l merchants

Uses BasicsCard for
purchases/refunds

Merchants
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is it a bank???
...identity, payments & information platforms...

pay
faster

than you can say

cct a.]l, -

vanillalatte” i

Google )

P3Ypass

Make Amazon's
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while the world moves to digital payments...

Plastic cards, paper cards, paper forms...

2009

Fragment the client experience

Inhibit data and analytics

“ Dhepuarimens of Flom an Services

Administrative and red tape cost escalate

Better Dealings with Government:
Innovation in Payments and Infermation Services

Discussion Paper for Ingustry Cormultation
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...how many online accounts...

does a citizen / customer want or need?

Immigration

Online Account

JOHNEON, Mare Manage account Logouk

ImmiAccount
°

Welcome
to your
digital
mailbox

Australia Post

Digital Mail Box s
NetBank ==l
_ myGov

Commonwealth Bank
Net Banking
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...identity and the Internet of Things...

...iIs government ready?

sense-t
d . as_sist_s with husinei_
ecision-making
1 - improves predictability

from sensing to intelligence
of returns so capital can

flow into agriculture.

Improving .

Ag Qutcomes 77

.
. ) o
S . . e
% ... development - ... to develop
. driven by the end_user .

sense-t

Research from UTAS
and others

sense-t
DATA CLOUD

Analytics & Privacy

Cloud E

. Computing

. >3 Big Data »
/ . &Privacy I [ S
— ﬁf : . DATAPROVIDERS == SENSOR NETWORKS
7 = o ; ]
i gover : /' Demandfor
.- a’ “ .L B - @ @ @
A Bureau of Government Oyster Environmental
Ozzie the Oyster { Telco . Meteorology Environmental Data Biosensors Sensors
L Infrastructure - -Jm=

Salamanca Wharf

Oysters gathering data with sensors
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THE RISE OF THE PLATFORMS
&
OBSOLESCENCE OF SILOS




...the client experience and the new plaiforms...
...greeting a new Pope

x‘;zglé‘rr Q.‘ . .

ow . .o d
&" “‘.00‘ .\ .‘. )

9 e 5 " ‘,' -~ »
r l rd o
‘ ‘ » ‘-.-'F. " " g »
e 9 )
)




...after 30 years of silos...the rise of the “platform”...

1984

Medicare Card

1234 567189 0
1oaoMn sHiTH
2 WELEW  SHITH
3 JAMES SMITH

WD 11710

Issued to individuals or o
families o
Eligibility not based on
Australian citizenship

Primary purpose to prove
eligibility o
Recognised form of ID in
opening bank accounts or
obtaining driver's license

On “100 point POl scale’ -
Medicare card 30 points o
Technology — 30 year old,
plastic, no pin, no chip

1987
Australia

2006
Access Cg

Identity card o KPMG estimated

All Australian introduction of Access
citizens and Card would save S3b in
foreign health and human services
nationals fraud over 10 years
Prevent losses o 70% of serious or

to taxation organised identity crime
revenue and involve Medicare Card
payment of o 17 cardboard, paper &
benefits simple plastic cards
Rejected by o 110 million face to face
the Senate. transactions for POI

o Terminated by gov

2015
Identity Crime &
Financial Systems Inquiry

“...complex federated
network...20 gov agencies
manage over 50 million core
identity credentials”

Many gov issued credentials —
few or no security features
Fraudulent identity credentials
— cheap and easy to obtain
170 million face-to-face gov
transactions — many to prove
identity

Economic Platforms

Payment Platform — New Payment Platform
Identity Platforms — Infrastructure and Services
Reciprocity Frameworks
Data Architecture and Standards

Mobile Telecommunications Platforms



...after 30 years of silos...an urgent call to action...
...lack of digital identity and payments strategy
... driving systemic risk & inhibiting innovation...

‘ Issues Recommends
o Trusted digital identity framework — business,

citizens, non-citizens, things, biometrics
. +¢ Reciprocity of identity credentials eg bank
T ——— o Fragmented, bespoke, siloed P . \ . Y o 8
avments — lack of strate credentials for online authentication to gov
meRE Py &Y +¢ Contestability of identity services driven by

o) Fragmented identity infrastructure —
lack of strategy, lack of investment

S o) Highly repetitive, manual processes standards and customer choice
R o Impact on cyber security ¢ Operate as national economic infrastructure
S o 35% gov transaction — manual +» Document Verification Service - a greater role
’ : o Implement WoG “Strategic Payments Capability
“No Welfare Reform without o  Only 17 out of 100’s gov agencies A ph't o e
Digital Payments Transformation have smart forms rcnitecture” —regulate
and Digital Identity Strategy” o Establish “Digital Transformation Commission”
Centre for Digital Business 2014
“ : p s . , Announcement
Identity Crime Report Financial System Inquiry e~ . X -,
2014” 2014” Digital Transformation Office
Fragmented national P—
: : : H ESTABLISHMENT OF A DIGITAL TRANSFORMATION
|dent|tY infrastructure in Recommendation 15: -
Australia T— .
e Develop national oy s
Fraudult.ent gov o strategy for federated- —
—— credentials style model of trusted
" o DVS limited gov usage digital identities
o  AUDS1.6 B paimpact
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digital identity ecosystem

People Organisations

ABN: 11635839852
@.com

@.com.au
@.gov.au

Credentials

100 0008 8000

Brokerage Services

Registration Authentication Processes

ﬁ Registers - Social

Engineers Medical Registers - Professional

Births/Deaths

Registers - Gov
Federal / State/ Local

<t Digital Identity in Australia....

Cadastre Drivers Tax

Things

Assurance

Verification

Lawyers

Passport Business
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Notification

Accountants

Electoral

Medicare
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digital identity ecosystem

People Organisations
; 'y #4 . &
. SN e e
&) 4"__‘t ot . 8 Ve
. | iR ) 5 P
: ' g WYL o NN
=S ABN@11635839852
2\ .com
@ V" @.com.au
S @.gov.au

Credentials

Ei 14 Registers - Social in|

Engineers Medical Registers - Professional Lawyers Accountants

Registers - Gov
Federal / State/ Local
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Births/Deaths Cadastre Drivers Tax Passport Business Electoral

Medicare
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identity platforms and the digital age

“identity silos” v. “identity platforms”

19th Century & 20th Century 21st Century

Jon Berkeley/Shutterstock

® fIDIig}'it
°
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Authority of agencies

Agencies and systems
Dominance of the silos
Policy frameworks not
coping

Manual & repetitive
processes
Discretionary
processes
Discretionary
investments in systems
Duplicated
investments

Not citizen centric

Architecture of platforms

ENTRE FOR
DIGITAL BUSINESS®

Platforms not agencies
Dominance of
architecture & standards
Proliferation & evolution
of identity concepts
Process automation &
algorithms

Can no longer be wild
west of silos
Investments &
maintenance not subject
to agency discretion
Need to be managed like
air traffic control systems
Citizen choice



Let’s stay connected :-)

|z| mariej@centre-for-digital-business.com

@ www.centre-for-digital-business.com

Marie Johnson

Managing Director and
Chief Digital Officer
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ﬁbnext The European networking & knowledge
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